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S. 2491, Defense of United States Infrastructure Act of 2021

As ordered reported by the Senate Committee on Homeland Security and Governmental Affairs on
November 3, 2021

By Fiscal Year, Millions of Dollars 2022 2022-2026 2022-2031
Direct Spending (Outlays) 0 0 0
Revenues 0 0 0
Increase or Decrease (-)

in the Deficit 0 0 0
Spending Subject to * .
Appropriation (Outlays) 16 not estimated
SUEIUHOR) PE) E6 el g No Mandate Effects

procedures apply?

Increases on-budget deficits in any Contains intergovernmental mandate? No
of the four consecutive 10-year No

periods beginning in 20327 Contains private-sector mandate? No

* = between zero and $500,000.

S. 2491 would require the Department of Homeland Security (DHS) to carry out a five-year
program to share information about cybersecurity threats and vulnerabilities with the owners
of critical infrastructure (such as power generation and water treatment plants). The bill also
would require DHS to report on other federal cybersecurity efforts, such as providing safety
labels for cybersecurity products and mitigating malicious Internet traffic.

Using information from other agencies that share information about cyber threats—including
the Department of Defense and the Office of the Director of National Intelligence—CBO
anticipates that DHS would need ten full-time employees to create and manage the pilot
program required under S. 2491. For this estimate, CBO assumes that the bill will be enacted
in fiscal year 2022 and that DHS would begin to operate the pilot program in 2023. CBO
estimates that staff salaries and software development costs to share cyber alerts would cost
$4 million annually and total $16 million over the 2022-2026 period; such spending would
be subject to the availability of appropriated funds.

The CBO staff contact for this estimate is Aldo Prosperi. The estimate was reviewed by
Leo Lex, Deputy Director of Budget Analysis.

See also CBO’s Cost Estimates Explained, www.cbo.gov/publication/54437;
How CBO Prepares Cost Estimates, www.cbo.gov/publication/53519; and Glossary, www.cbo.gov/publication/42904.
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