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SUMMARY

H.R. 1224 would direct the National Institute of Standards and Technology (NIST) to
perform several new duties to promote and audit the compliance of federal agencies with
federal guidelines and requirements for managing cybersecurity and other information
risks. Based on an analysis of information from NIST and several of the affected agencies,
CBO estimates that implementing the bill would cost $48 million over the 2018-2022
period, assuming appropriation of the necessary amounts.

Enacting H.R. 1224 would not affect direct spending or revenues; therefore, pay-as-you-go
procedures do not apply. CBO estimates that enacting H.R. 1224 would not increase net
direct spending or on-budget deficits in any of the four consecutive 10-year periods
beginning in 2028.

H.R. 1224 contains no intergovernmental or private-sector mandates as defined in the
Unfunded Mandates Reform Act (UMRA) and would not affect the budgets of state, local,
or tribal governments.

ESTIMATED COST TO THE FEDERAL GOVERNMENT

The estimated budgetary effect of H.R. 1224 is shown in the following table. The costs of
this legislation fall primarily within budget function 370 (commerce and housing credit).

By Fiscal Year, in Millions of Dollars

2017-
2017 2018 2019 2020 2021 2022 2022

INCREASES IN SPENDING SUBJECT TO APPROPRIATION

Estimated Authorization Level 0 13 9 9 10 10 51
Estimated Outlays 0 10 10 9 9 10 48




BASIS OF ESTIMATE

For this estimate, CBO assumes that the bill will be enacted late in fiscal year 2017, that the
necessary amounts will be appropriated near the start of each year, and that spending will
follow historical patterns for the affected agencies.

H.R. 1224 would require NIST to provide all federal agencies guidance on how they can
incorporate an existing framework for cybersecurity best practices into their risk
management efforts. NIST would be required to identify areas of conflict and gaps
between those best practices and current agency requirements, develop a template for
agencies to use the framework, recommend other actions agencies should take to comply
with federal cybersecurity requirements, and update such guidance as necessary. Based on
an analysis of information from NIST, CBO estimates that implementing those provisions
would require approximately 20 new staff over nine months and two additional staff
throughout the 2018-2022 period to provide agencies with templates and support to
incorporate the framework into their cybersecurity efforts. CBO estimates those staff
would cost about $3 million over the 2018-2022 period.

H.R. 1224 also would direct NIST to establish and chair a federal working group composed
of representatives from several agencies to develop metrics to assess the effectiveness of
federal cybersecurity requirements, determine best practices in this area, and compile
information on federal agency compliance with such requirements. The Office of Science
and Technology Policy and the Office of Management and Budget would be required to
issue an annual report on agencies’ use and on the effectiveness of federal guidance and
requirements. Based on an analysis of information from NIST, CBO estimates that
implementing those provisions would cost $5 million over the 2018-2022 period for NIST
and federal agencies to participate in the working group and to issue annual reports.

Finally, H.R. 1224 would require NIST to assess the cybersecurity preparedness of federal
agencies and, at least biennially, to audit each agency to determine whether they are
complying with best practices according to the metrics developed by the federal working
group. NIST would conduct individual audits of agencies whose information security risk
Is at a high level on an annual basis and all other agencies on a biennial basis. Based on an
analysis of information from NIST and the Department of Commerce, CBO estimates that
implementing this provision would cost $40 million over the 2018-2022 period and would
require about 45 new staff to complete an initial security risk assessment of federal
agencies and to conduct the cybersecurity audits of agencies, and for agencies to
participate in the audits.

PAY-AS-YOU-GO CONSIDERATIONS: None.



INCREASE IN LONG-TERM DIRECT SPENDING AND DEFICITS

CBO estimates that enacting H.R. 1224 would not increase net direct spending or
on-budget deficits in any of the four consecutive 10-year periods beginning in 2028.
INTERGOVERNMENTAL AND PRIVATE-SECTOR IMPACT

H.R. 1224 contains no intergovernmental or private-sector mandates as defined in UMRA
and would not affect the budgets of state, local, or tribal governments.
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